
Segal Select Insurance Services, Inc. is a subsidiary of The Segal Group, Inc., CA License # 0I06323. 

Building Strong Cybersecurity 
Defenses
October 31, 2023

Diane McNally, SVP & National Insurance Practice Leader / Michael Stoyanovich, VP, Administration and Technology Consulting



Segal Select Insurance Services, Inc. is a subsidiary of The Segal Group, Inc., CA License # 0I06323. 

Today’s Presenters

Michael Stoyanovich
Vice President and Senior Consultant, 

Administration & Technology 

2

Diane McNally
Senior Vice President and 

Insurance Practice Leader



3Segal Select Insurance Services, Inc. is a subsidiary of The Segal Group, Inc., CA License # 0I06323. 

│Agenda

Cybersecurity Risks and Threats

Changing Cyber Liability Insurance Market

Regulatory Cybersecurity Guidance

How to Respond? One Suggested Strategy 
and Supporting Tactics



4Segal Select Insurance Services, Inc. is a subsidiary of The Segal Group, Inc., CA License # 0I06323.

Risks to Manage and Threats to Mitigate

Risk

Data Privacy

There are multiple different federal data 
privacy rules, regulations and laws to be 
aware of.

Data Security

There are multiple different federal data 
security rules, regulations and laws to be 
aware of including recent sub-regulatory 
guidance from the DOL, etc. All states 
have breach notification laws.

Cyber Liability Insurance

Minimum underwriting standards has 
made it harder to obtain comprehensive 
coverage with prices fluctuating as well.

Cyber Criminal Activity

Cyber-criminal activity has increased 
dramatically: malware, phishing, 
ransomware and many other such 
attacks are all up double digits in the 
past four (4) years.

Also…regulatory investigation activity, 

related to privacy, security or prompted by criminal activity.

Risk

Risk Threat
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“US Smashes Annual Data Breach Record 
With Three Months Left”

“There were 2116 reported US data breaches and leaks in the first nine months 
of 2023, making it the worst year on record with a whole quarter left to go, 
according to the Identity Theft Resource Center (ITRC).”

“The non-profit, which tracks publicly reported breaches in the US, said there 
were 733 “data compromises” in Q3 2023, a 22% decline from the previous 
quarter. However, despite the relative slump, this was enough to drag the 
total for the year past the previous all-time high of 1862 set in 2021.”

US Smashes Annual Data Breach Record With Three Months Left - Infosecurity Magazine (infosecurity-magazine.com)

https://www.infosecurity-magazine.com/news/us-smashes-data-breach-record/
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“78% of Healthcare Organizations Suffered 
a Cyberattack in the Past Year”

“A recent survey of healthcare professionals indicates 78% of 
healthcare organizations have experienced at least one cybersecurity 
incident in the past 12 months. 60% of those incidents had a moderate 
or significant impact on the delivery of care, 15% had a severe impact, 
and 30% involved sensitive data. Protected Health Information (PHI) 
was exposed or stolen in 34% of incidents in North America.”

78% of Healthcare Organizations Suffered a Cyberattack in the Past Year (hipaajournal.com)

https://www.hipaajournal.com/78-of-healthcare-organizations-suffered-a-cyberattack-in-the-past-year/
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There Are Internal and External 
Cybersecurity Threats

There are others; 
this is an 

(obviously) 
incomplete 
illustration.

Employee Error

• Negligence

• Improper Disposal

• Lost Devices

• Denial-of-Service 
Attacks

• Rogue Employees

• Unauthorized Access

• Poorly Managed Privileged 
Account Access

• Poor employee onboarding 
and offboarding 

• Vendor System(s) Compris(ed)

• Email Compromise

• Weak Passwords

• Ransomware Attacks

• Data Shaming

• Phishing

• Spear Phishing

• Whaling

• Traditional 
Hacking

• Host Intrusion

IoT Network 
Attacks
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(Some) Internal and External 
Cybersecurity Threats 

Negligence related to use and 
storage of data.

Failure to follow or learn 
policies and procedures.

Loss of portable devices. 

Mis-handling of paper.

Unencrypted emails to the 
wrong recipients.

Any of the above can 
occur to a third-party 
vendor or service 
provider with whom 
data is shared.

Hackers in your workstations, 
laptops, servers, email, or 
mobile devices.

Malware and viruses.

Phishing scams.

Theft of desktops, laptops, 
portable devices, or paper.

Rogue employees.

Employees

Vendors & 
Service Providers

Malicious Attack

95% of 
Cybersecurity

Breaches

Stem From Some 
Type of Human Error

-Forbes, 2021
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• Work alone or in groups

• Have criminal intent

• Steal and sell data for personal gain 
– they rarely use the data themselves

• Modify, delete, or leak data to cause 
harm

• Expose what they believe to be 
immoral acts

• Work alone or in groups

• Have criminal intent

• Steal and sell data for personal gain (blackmail, extortion, ransom)

• Modify, delete, or leak data to cause harm

• Buy, sell, or trade illegal goods

• May engage in espionage or spying

• Buy data from hackers and cyber criminals

• Use stolen information for illicit personal gain:

− Draining your bank account

− Taking out a bank or student loan in your name

− Getting a new credit card in your name

− Receiving medical services using your name

− Making fraudulent insurance claims or 
prescription drug purchases

− Receiving social security payments as you

− Filing fake tax returns and receiving refund 
checks 

− Buying items and sticking you with the bill

− Pretending to be you to scam other people you 
know

Criminals (And a Few of Their Motivations)

Cyber Criminals

“Black Hat” 

Hackers
Identity Thieves

Nation
States
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Cybersecurity Staffing and Skills —
Too Few and Not Experienced Enough

“59% of leaders indicating their teams are understaffed. This isn’t merely a 
numbers game; it's about equipping teams with the right skills.”

“The State of Cybersecurity (ISACA) report underscores that demand for 
technical skills such as identity and access management (49%), cloud computing 
(48%), data protection (44%), incident response (44%), and DevSecOps (36%) is 
on the rise. Alongside these, soft skills are gaining prominence. Communication 
is at the forefront with 55%, followed by critical thinking (54%), problem-solving 
(49%), teamwork (45%) and attention to detail (36%).”

State of Cybersecurity 2023: Navigating Current and Emerging Threats (isaca.org)

https://www.isaca.org/resources/news-and-trends/isaca-now-blog/2023/state-of-cybersecurity-2023-navigating-current-and-emerging-threats


11Segal Select Insurance Services, Inc. is a subsidiary of The Segal Group, Inc., CA License # 0I06323.

Changing Cyber Liability 
Insurance Market

11Segal Select Insurance Services, Inc. is a subsidiary of The Segal Group, Inc., CA License # 0I06323.
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Segal Select Insurance Services, Inc. (“Segal Select”), a subsidiary of The Segal Group, is a specialty 
retail broker insurance. Any information and/or opinions herein provided by third parties have been 
obtained from sources believed to be reliable, but accuracy and completeness cannot be guaranteed. 
The contents of this presentation and any opinions expressed herein are intended for general 
education purposes only and not as professional advice specific to any person, entity or circumstance. 
It is not intended for use as a basis for making insurance-related decisions, including determinations 
of appropriate types or levels of insurance coverage, nor should it be construed as advice designed to 
meet the needs of any particular person, entity or circumstance. Please contact Segal or another 
qualified insurance professional for advice regarding the evaluation of any specific information, 
opinion, or other content. Of course, on all matters involving legal interpretations and regulatory 
issues, you should consult legal counsel.
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Cyber Crime Around the World

83% of breaches involved 
external attacks and 
financially motivated

50% of total breaches are 
Social Engineering Attacks

24% due to Ransomware 
and impacting all types of 

firms and industries

The human element accounts 
for 74% of breaches

Many incidents include

more than one threat

Source: Verizon 2022 Data Breach Investigations Report, Verizon.com
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Recent Ransomware Statistics
4Q 2022

About

12.9%

of Ransomware 

attacks impacted the

Public Sector 

Industry

Average 
ransomware paid

Jumped

+58%

to approx.

$408,643
From Q3 2022 to 

Q4 2022

Firms with Employees 
between 101-1000

40.3% 
of attacks

https://www.coveware.com/blog/2023/1/19/improved-security-and-backups-result-in-record-low-number-of-ransomware-payments#types

https://www.coveware.com/blog/2023/1/19/improved-security-and-backups-result-in-record-low-number-of-ransomware-payments#types
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State of the Cyber Insurance Market

01

02

03

04

There remains an onus on Insureds for minimum/base controls

Including: implementation of MFA; Secure RDP’s; robust backup procedures, training and Incident Response Plans 

Rate increases have slowed

More stability in premiums, including some decreases

Broader Terms/Conditions

Reduction/removal of co-insurance; lower retentions; and increase in sublimits 

Increase in Cyber Liability Capacity YOY

Existing markets increase capacity as well as the introduction of additional market capacity
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State of the Cyber Insurance Market

05

06

07

08

Increase in automatic renewals

Automatic renewals can still include changes to premium and terms, but no application requirement 
usually seen as a positive

Inconsistency with admitted/non-admitted markets still exists

Many carriers continue to use non-admitted paper to allow greater flexibility on rate and coverage changes

Move towards universal applications

Still evolving. Limited flexibility on terms

Interest in additional products/limits

Increased purchasing of Excess Social Engineering Fraud coverage
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What is Cyber Liability Insurance?

Incident Response

Coach Services

Legal Services

Forensics

Notification

Credit Monitoring

Public Relations

Third-Party

Privacy Liability

Regulatory

Payment Card

Network Liability

Media Liability

First-Party

Extortion/Ransomware

Data Recovery/
Restoration

Business Interruption/ 
Extra Expense

Crime/Social 
Engineering
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Insurance for Ransomware Attacks

• Plan records, Plan contributions or Total participants

• Rates can vary with types of data stored

• Protected Health Information 

• Prior claims or data breaches could increase rates

• Encryption and other cybersecurity protections will 
support rate credits

• Overall market conditions

18
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Insurance for Social Engineering Fraud

Attacks are generally covered by most carriers when malware is added, data 
is stolen or held hostage, or money transferred:

• The coverage may have exclusions and require certain procedures to be followed 
in order to have a covered claim (independent call back provisions, etc.)

• If money is stolen, the primary policy limits are often sublimited to between $50K 
and $250K regardless of the full policy limit

• There may be similar coverage in other policies such as a fidelity bond or crime 
insurance

• Larger coverage limits are usually only available by having excess carriers 
participate in the cyber program
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Insurance for Social Engineering Fraud

Standalone excess policies available for social engineering fraud

• Typical attachment point of $250,000;

• Requested limits are usually $1-million to $5-million;

• Appetite can depend on which carrier writes primary

20
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Average volume and frequency of fund transfers over 
last 12 months, largest to totals? Domestic and foreign

Anti-fraud training for detection of phishing and social 
engineering scams?

Do you authenticate vendor instructions?

Who is authorized to direct accounts payable to pay 
an invoice and authenticate instructions in place?

Authority on wire transfers, verbally, in writing 
and banking instructions?

Insurance for Social Engineering Fraud
Key Application Questions 

21



22Segal Select Insurance Services, Inc. is a subsidiary of The Segal Group, Inc., CA License # 0I06323.

Cyber Coverage Issues

• Some policies only cover certain types of “data” and/or limit coverage 
based on when and where it exists

• Watch for sub-limits and potential coinsurance requirements for 
ransomware losses

• Are insiders/employees covered?

– Some policies only cover loss caused by outsiders

• Review for limitations does not require “updated software protections”

– This may artificially limit coverage for many plans

• Review carefully time element limitations to when coverage applies
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Beware of Cyber Policy Exclusions

Professional services

Criminal or Intentional acts 
of employees

“Failure to Follow Minimum 
Required Practices”

Acts prior to the inception 
of the policy

Unencrypted data exclusion

Mechanical/electronic failure 
such as when a computer 
stops functioning

Laptops and other portable 
electronics such as cell phones 
and tablets

Patent, software, copyright 
Infringement

War or Terrorism
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Typical Incident Response Services

Crisis Hotline → Reporting Urgent event #800 or through a Cyber App

Response →
Coaches

To triage a cyber-event • Maintain client privilege

• Consultation, hours can vary

• Tender a claim to the carrier

Response →
Specialists

Support response • Forensics

• Public Relations

• Notification Services

• Call Center

• Extortion

• Business Interruption

What’s in your client’s Incident Response plan?
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How Rates Are Determined

• Plan records, Plan contributions or 
Total participants

• Rates can vary with types of data stored,

• i.e., protected health information 
(for health plans)

• Prior claims or data breaches could 
increase rates

• MFA applications and other 
cyber protections

25
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Key Tips for Insurance Applications

Who is responsible for data security?

In there an information security policy 
and how are violations handled?

What protections exist for Multi 
Factor Authentication controls?

Is there an incident response 
plan in place?

Separate questionnaires are now often required to address COVID, 
Ransomware and Social Engineering Fraud exposures.

Is there on-going security training?

Are there contracts in place for 
3rd parties who process, host or
store sensitive information?

What has the breach experience 
been and how was it handled?
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Beware Warranty Statements

• In general, warranty statements are very broad 
attestations that the proposed insureds are not aware 
of any incident, act, knowledge, error, or omission 
which might result in a claim under the policy

• Usually required for first year of coverage, but an 
important factor when applying for renewals and 
considering changing carriers

• Disputes can arise with the insurance company 
regarding the knowledge that may lead to insurance 
claim denials or even policy recession by the carrier
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Sample Application Questions
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Sample Application Questions
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Third Party Network Scans

Cyber liability insurance carriers relying more on third party networks scans:

• Bitsight

• CyRisk Insight Engine

• In-house proprietary scans

Mixed feedback from clients

• Scanning wrong urls (e.g., union’s site rather than fund’s site);

• Outdated scans

Scans done periodically throughout the year

May require response midterm or prior to next renewal
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The threat environment has only
become increasingly risky during the

pandemic environment due to an 
increased number or remote workers

and system vulnerabilities

A robust Cyber Liability Insurance
policy is a ‘must have’ in today’s
perilous environment; ensure you
have the appropriate coverage for 
your organization

Takeaways

Ransomware attacks and 
Social Engineering attacks are

becoming more prevalent, more
expensive, and more sophisticated

in their ability to trick users

Having knowledgeable professional
providers to review your insurances
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Regulatory 
Guidance to Strengthen 

Security

32Segal Select Insurance Services, Inc. is a subsidiary of The Segal Group, Inc., CA License # 0I06323.
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Three (3) DOL Publications for Fiduciaries and 
Organizations to Understand and Embrace

https://www.dol.gov/sites/dolgov/files/ebsa/key-topics/retirement-benefits/cybersecurity/best-practices.pdf

https://www.dol.gov/sites/dolgov/files/ebsa/key-topics/retirement-benefits/cybersecurity/tips-for-hiring-a-service-provider-with-strong-security-practices.pdf

https://www.dol.gov/sites/dolgov/files/ebsa/key-topics/retirement-benefits/cybersecurity/online-security-tips.pdf

https://www.dol.gov/sites/dolgov/files/ebsa/key-topics/retirement-benefits/cybersecurity/best-practices.pdf
https://www.dol.gov/sites/dolgov/files/ebsa/key-topics/retirement-benefits/cybersecurity/tips-for-hiring-a-service-provider-with-strong-security-practices.pdf
https://www.dol.gov/sites/dolgov/files/ebsa/key-topics/retirement-benefits/cybersecurity/online-security-tips.pdf


34Segal Select Insurance Services, Inc. is a subsidiary of The Segal Group, Inc., CA License # 0I06323.

DOL Cybersecurity Best Practices Overview

BP.5 Have Strong Access Control Procedures 

BP.3 Have a Reliable Annual Third-Party Audit 

of Security Controls

BP.1 Formal, Well Documented 

Cybersecurity Program

BP.2 Conduct Prudent Annual Risk Assessments 

BP.4 Clearly Defined Information Security Roles 

and Responsibilities

BP.6 Ensure Assets or Data Managed by a Third 

Party Have Independent Security Reviews

BP.11 Implement Strong Technical Controls 

BP.8 Implement and Manage a Secure System 

Development Life Cycle (SDLC)

BP.7 Conduct Periodic Cybersecurity 

Awareness Training 

BP.9 Effective Business Resiliency Program

BP.10 Encrypt Sensitive Data Stored and in Transit 

BP.12 Appropriately Respond to Past 

Cybersecurity Incidents 

DOL

Cybersecurity

Best

Practices

Segal has seen weakness is seen in all the above categories 1 – 12. It is endemic 

throughout administrative, technical and (even) physical controls. 
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The Plans’ stakeholders should implement processes and procedures that will 
allow them to survey, assess (and then monitor) third-party vendors, trading 
partners and service providers’ cybersecurity programs. As part of this process, 
the Plan should:

• Consider establishing an information security governance committee (ISGC) or 
alternative governing and reporting structure

• In partnership with other stakeholders that ISGC should confirm or identify the 
third-party vendors to survey

• In partnership with other stakeholders that ISGC should establish how to survey 
those vendors (agree upon the actual survey of questions)

• Manage the survey process and score and report upon the individual vendor surveys

Hire a Service Provider With Good 
Cybersecurity Practices
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Risk to Manage: DOL Cybersecurity Guidance 
(And There Has Been DOL Data Gathering Activity)

• They have asked for any documents relating to any cybersecurity or information security programs that apply to the data of the 
Plan, whether those programs are applied by the sponsor of the Plan or by any service provider of the Plan.

• From what we understand, they have asked for information related to:

– Cybersecurity policies, procedures, etc.

– Data governance, including how that data is classified, managed and disposed of (at end of life)

– Access controls related to that data – from a cybersecurity as well as a privacy perspective

– Business continuity plans

– Disaster recovery plans

– Incident response plans

– Any cybersecurity risk assessments that have been performed

– Training related to cybersecurity (for staff); ongoing awareness education, as well

– Any information related to third-party service providers (that is, any information related to how they are managed in relation to Plan data (e.g., 
notification if they have a breach, limits on how they can use Plan data, other information related to their cybersecurity environment)

– Etc.

There are other topics as well…this is just a partial list of potentially 

requested  data and information, as we understand.
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SEC Adopts Rules on Cybersecurity Risk 
Management, Strategy, Governance, and 
Incident Disclosure by Public Companies

https://www.sec.gov/news/press-release/2023-139

https://www.sec.gov/news/press-release/2023-139
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The Actual Fact Sheet

https://www.sec.gov/files/33-11216-fact-sheet.pdf

https://www.sec.gov/files/33-11216-fact-sheet.pdf
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Quick Summary
Caveat, I Am Not an Attorney

The SEC’s new cybersecurity rule is intended to ensure that public companies are 
more transparent about their cybersecurity practices and incidents. The rule has two 
main components:

• A requirement to disclose any material cybersecurity incident within four business days 
after determining its materiality, unless the Justice Department requests a delay for national 
security or law enforcement reasons. A material cybersecurity incident is one that has a 
significant impact or is reasonably likely to have a significant impact on the company’s 
business, operations, financial condition, reputation, or stock price.

• A requirement to disclose on an annual basis material information regarding their 
cybersecurity risk management, strategy, and governance, including the board of directors’ 
oversight and management’s role and expertise in this area. The disclosure should also 
describe the company’s processes for assessing, identifying, and managing material risks 
from cybersecurity threats, as well as the material effects or reasonably likely material 
effects of risks and incidents on the company.
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Quick Summary

• The rule aims to provide investors with more consistent, comparable, 
and decision-making relevant information about how public companies 
are managing cybersecurity risks and responding to incidents. 

• The rule also intends to encourage public companies to improve their 
cybersecurity policies and procedures and to foster greater 
accountability and responsibility for cybersecurity matters. 

• The rule will become effective 30 days after publication in the Federal 
Register and will apply to annual reports for fiscal years ending on or 
after December 15, 2023.
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HIPAA Security Rule – Still Important!

• Recall that the HIPAA Security Rule establishes national standards to protect 
individuals’ electronic personal health information that is created, received, 
used, or maintained by a covered entity, as note by HHS.

• The Security Rule requires appropriate administrative, physical and technical 
safeguards to ensure the confidentiality, integrity, and security of electronic 
protected health information.

– The Security Rule is located at 45 CFR Part 160 and Subparts A and C of Part 164.

– View the combined regulation text of all HIPAA Administrative Simplification Regulations 
found at 45 CFR 160, 162, and 164.

The Security Rule | HHS.gov

https://www.hhs.gov/hipaa/for-professionals/security/index.html
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How to Respond? 

42Segal Select Insurance Services, Inc. is a subsidiary of The Segal Group, Inc., CA License # 0I06323.
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Consider Embracing a Defense-in-Depth 
Cybersecurity Strategy

Recognizing the above noted risks and threats associated with 
securing and managing confidential, sensitive, nonpublic data and 
information…what is to be done?

Embrace a defense-
in-depth strategy.

43
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Proactive cybersecurity is hard; do it anyway.

• Vulnerabilities can exist anywhere on your physical premises or your 
logical IT systems (workstations, laptops, mobile devices, thin clients, 
etc.) – on premises or in your  “cloud”.

• Threats are a result of unmanaged vulnerabilities.

• Threats, and those who initiate them may be criminal and malicious, 
accidental, or a result of random chance.

• Threats can be both external and internal in their source.

Technology alone cannot save you; technology is not magic.

• Defense in depth is a security strategy in which multiple security techniques 
are employed. If one fails, the others are expected to hold.

• Assumes that any individual dimension of your cybersecurity defenses 
cannot be counted on to succeed in its assigned task. 

• Assumes that you need Administrative, Technical and 
Physical controls.

1
2

The Assumptions of Defense-in-Depth
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The Dimensions of Defense-in-Depth

Addressing one or two dimensions is not enough. 
You should seek to address them all.

Application
&

Data Security

Administrative

Technical

Physical

Technical

Technical

Third-Party 
Vendor Risk 
Management

Administrative
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Illustrating Each Dimension
Defense-in-Depth

Policy
Accountability through the attribution of actions, such as recording who enters and exits a building or specific – restricted – areas 
(e.g., who can go into the claims payment area).

Procedure
Each person must enter the facility one at a time. No tailgating. You should have the ability to prove this procedure is followed 
(key card log files with video monitoring of key access points, etc.).

Training & Awareness
Employees should, given their role, know who they typically work with. Observing unknown people in unexpected locations or at
unexpected times comes across as suspicious and is reported to managers or designated personnel. They should be trained and 
have a policy to follow that supports this.

Physical
Configuring physical premises to restrict access to the area as well as restricting hardware to prevent connecting unauthorized USB 
drives to computing devices of any type (in that area or elsewhere).

Network
Leveraging tools and technologies to block direct internet access to key sensitive systems – either at all – without appropriate
architectural and ensure other safeguards in place (e.g., DMZ, MFA, IPS/IDS, XDR (with anti-virus), etc.)

Servers/workstations/
laptops, etc. (aka, “Hosts”) 

Redundant power backed up by Uninterruptable Power Supplies (UPS) or generators to extend uptime in the event of a power loss. 
Extended detection and response (XDR) with anti-virus should be deployed. 

Applications
Restricting access to certain application functions via role-based security and per user accounts and passwords, again with MFA 
deployed. Tracking access to and changes of key data and information via log files and reporting – sent to SIEM tools, or not.

Data Encrypting data at rest and in transit, and only enabling specific roles or accounts to decrypt that data.
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Illustrating Some Key Elements 
(not the only elements)

• Segment your network.

• Use demilitarized zones to buffer 

access to/from sensitive devices.

• Encrypt data at rest and in transit 

whenever possible.

• Track access to key data and 

information using security and 

information management tools.

• Create and enforce access control lists 

(ACL)

• Harden” your devices.

• Perform a comprehensive 

cybersecurity annual risk assessment 

to identify and track your risks and 

threats (and mitigation efforts). 

• Maintain an asset inventory.

• Have living and viable:

• disaster recovery;

• business continuity;

• incidence response plans.

• Test and train on them.

• Maintain cyber liability insurance.

• Deploy intrusion protection and 

detection (IPS/IDS) systems.

• Deploy data loss prevention (DLP) 

systems.

• Geo-block Internet traffic (do you need 

to allow traffic from Asia)?

• Deploy multi-factor authentication

• Use mobile device management 

systems.

• Use remote access management 

systems.

• Use anti-malware email filter systems

• Ensure only authorized staff have 

access to equipment that houses 

your confidential, sensitive, private 

or non-public data and information.

• Ensure only authorized staff have 

access to key areas of your 

facilities where this information is 

managed, stored and/or interacted 

with.

Administrative / 

Technical / Physical

Network-

Architecture 

(Technical)

Network-

Perimeter 

(Technical)

Governance 

(Administrative)
Physical
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Illustrating Some Key Elements 
(not the only elements)

• Deploy a security information and 

event management systems to 

aggregate and analyze system 

information (SIEM).

• Ensure you track physical access to 

key areas of your facilities – you know 

who access physical areas, when, and 

for how long.

• Encrypt key data at rest whenever 

possible.

• Patch all your systems systematically 

and regularly.

• Deploy extended detection and 

response (XDR) with anti-virus.

• Backup all key systems:

• encrypt the backups; 

password protect them; 

• Test restoring from them;

• Ensure they are “air gapped.”

• Produce a suite of relevant and 

appropriate policies and procedures –

follow them.

• Ensure procedures are “real” (actual 

implementation) and you can prove 

they are followed.

• Regularly provide staff cybersecurity 

awareness updates and training.

• Train leaders on their responsibilities.

• Train IT staff on key tools and 

technologies.

• Regularly survey (annually) vendors 

that have access to, manage or 

manipulate confidential, sensitive, non-

public Trust, Plan or participant data 

(PII or ePHI) about their cybersecurity 

stance.

• Ensure Agreements (old and new) 

have appropriate terms related to 

cybersecurity (and privacy).

• Like the HIPAA business 

associate agreement.

Administrative / 

Technical / Physical

Monitoring

(Technical & 

Physical)

Policies, 

Procedures 

& Training

(Administrative)

Servers/ 

Workstations/

Laptops/ Other 

(Technical)

Third Party 

Vendor Risk 

Management

(Administrative)
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Implement the Strategy by Using One 
or More Frameworks With Associated Tactics

National Institutes of Standards and Technology (NIST) 
Cybersecurity Framework (CSF)

Department of Labor’s (DOL) Cybersecurity Guidance (published by 
the Employee Benefits Security Administration (EBSA) in 2021)

ISO or SOC 

And there are many others: CIS, COBIT, approaches promoted by 
the Cybersecurity Information Act of 2015, HIPAA Security Rule, etc.

Use 
one or 
more.

One or more of these can — and should — be used in conjunction 

to support your defense in depth cybersecurity strategy.



50Segal Select Insurance Services, Inc. is a subsidiary of The Segal Group, Inc., CA License # 0I06323.

Tangible Next Step(s) to Take?

• Have an outside assessor perform a risk assessment of your (internal) 
operations against one or more of your preferred frameworks

– We have seen significant weakness when we performed such assessments 
against the NIST (CSF), DOL “best practices” or HIPAA security rule

• Ensure that you also have a third-party risk management (TPRM) 
assessment

– Your third parties are a significant source of your organization’s risk

– Ignoring assessing and then seeking to ensure they are acting in accord with 
your risk management standards is a potentially significant source of risk

– TPRM risk is a cumulative risk (the more vendors with your confidential, 
sensitive, nonpublic data and information, the higher the risk)
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Questions?

Diane McNally
Senior Vice President and 
Insurance Practice Leader
drmcnally@segalco.com

Michael Stoyanovich
Vice President and Senior 
Consultant, Administration 
& Technology 
mstoyanovich@segalco.com

Please scan QR code 
to provide feedback 
on today’s webinar
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Thank You!
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to provide feedback 
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